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Decision/action requested

This paper propose justication for a Study Item to be endorsed by SA3
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3
Rationale

3.1 Bulk Operations for IoT
During SA3#93 meeting, SA3 sent an LS to SA1 for clarification on the scope of Group IoT authentication and the meaning of Group in addition to other questions and clarification.

In their reply LS [3], SA1 provided the following answers:
1) What kind of scenarios is SA1 considering for authentication of group of IoT devices?

The use cases for group authentication of IoT devices include scenarios in which several to many devices associated to the same user are activated simultaneously.  Such scenarios may be, for example, sensors embedded in a newly constructed building or bridge, reusable public safety sensors dispersed around a geographic area such as a wildfire or crime scene, weather sensors on a ship, or smart meter sensors in a parking garage.

2) What is a definition of a group, i.e. who defines the group, is it a group of devices or subscriptions, are the devices in physical proximity, etc.?

In the above mentioned use cases, significant efficiencies can be expected for database storage, charging data collection, signalling overhead, and more, if all the devices can be managed in bulk rather than individually. The devices may or may not be in proximity, for example, sensors in a bridge may be in proximity while all smart meters in a parking garage may not be due to distance, construction materials, etc. From SA1 perspective, this was originally termed ‘bulk authentication’ rather than ‘group authentication’. It is not related to the ‘group’ type activities associated for example with GCSE where there is a group leader and communication between group members, etc. In order for bulk operations to be possible on multiple IoT devices/UEs, these IoT devices/UEs need to share common criteria, e.g., associated with same user associated with the same user. The attached CR clarifies the requirements accordingly.

3) On which layer (i.e. network or application layer) is group authentication taking place?

The requirement is for network layer authentication.
SA1 made it clear that the concept of “group” in IoT context was initially introduced and addressed as part of the “Efficient bulk operations for IoT” where 5G network is required to support efficient bulk operations for high connection density (e.g., 1 million connections per square kilometre). Under that clause, the following three requirements are listed:

· The 5G network shall optimize the resource use of the control plane and/or user plane to support bulk operation for high connection density (e.g., 1 million connections per square kilometre) of multiple UEs.

· The 5G network shall optimize the resource use of the control plane and/or user plane to manage (e.g., provide service parameters, activate, deactivate) multiple of UEs in bulk.

· The 5G system shall support a timely, efficient, and/or reliable mechanism to transmit the same information to multiple UEs.

NOTE: 
The multiple UEs operated or managed in bulk share common criteria, e.g., associated with same user.

In addition, SA1 clarified the concept of “group” by updating TS 22.261 to clearly say that SA1 intention for “group” to mean “multiple IoT devices which shares one common criteria, e.g., same user.”

Observation No. 1:

5G network is required to support efficient bulk operations for IoT where the resource use of the control and user plane shall be optimized to manage multiple IoT UEs in bulk.
Observation No. 2:

As part of 5G network support of efficient bulk operations for IoT devices, 5G network shall support a timely, efficient, and reliable mechanism to transmit the same information to multiple IoT UEs. In addition, from SA3 point of view, such a timely, efficient, and reliable mechanism also has to be secure.
3.2 Bulk IoT Authentication

Moreover, SA1 clearly indicated that the IoT group authentication use cases include scenarios where several to many IoT devices which share a common criteria, e.g., associated with same user, can be handled efficiently in bulk rather than individually; as described in TS 22.261[1] and captured below. SA1 listed several examples of these efficiencies including reducing overhead signalling. Likewise the case of efficient bulk operations for IoT, SA1 updated the “group” concept in clause 8.3 “Authentication” of TS 22.261[1] as captured below.
· The 5G network shall support a resource efficient mechanism for authenticating multiple IoT devices in bulk.
NOTE 1: 
The multiple IoT devices authenticated in bulk share common criteria, e.g., associated with same user.
Observation No. 3:

5G network shall support an efficient mechanism to authenticate multiple IoT devices which share a common criteria, e.g., same user, in bulk rather than individually. In addition, SA1 confirmed that the authentication for multiple UEs in bulk is meant for the network layer authentication.
3.3 Conclusion
In line of the reply LS from SA1, it is clear that 5G network shall support efficient bulk operations for IoT where in specific 5G network shall support an efficient mechanism for the following two operations:
1. Network layer Bulk IoT Authentication by authenticating multiple IoT UEs in bulk rather than individually.

2. Bulk IoT communication, e.g., 5G network shall support a timely, efficient, and reliable mechanism to transmit the same information to multiple IoT UEs.
Proposal No. 1:

For 5G network to support bulk IoT operations, the bulk IoT authentication and Bulk IoT communication can clearly have an impact on 5G security and SA3 should study the security aspects of such bulk IoT operations.
3.4. Recommendation

SA3 is kindly requested to approve the proposed Study Item [4] for “security of bulk IoT operations” as proposed in [4].
4
Detailed proposal
SA3 is kindly requested to endorse Proposal No. 1 and approve the proposed study item of security of bulk IoT operations as proposed in [4].
